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1SO 27001 will be very important
for NIS2 and DORA

Where is ISO 27001 useful for
NIS2/DORA, and where it is not

Suppliers for companies in NIS2
and DORA scope
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|ISO 277001 provides a solid
framework for NIS2 and DORA
compliance — both for

organizations in scope and for
thelr IT suppliers

® Advisera



Agenda \)

e Mapping ISO 27001 with NIS 2
Using ISO 27001 for critical infrastructure companies

Using ISO 27001 for suppliers of critical infrastructure
companies

Mapping ISO 27001 with DORA
Using ISO 27001 for financial organizations

Using ISO 27001 for suppliers of financial
organizations

Q&A
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Mapping ISO 27001 with NIS 2 \)

e NIS 2 is not specific on how to implement cybersecurity

t encourages the use of international standards

SO 27000 series iIs mentioned Iin the preamble

SO 27001 maps very well with:
Article 20 Governance
Article 21 Cybersecurity risk-management measures

ISO 27001 does not provide guidance for Article 23
Reporting obligations
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Using ISO 27001 for critical infrastructure companies \)

sz 102700

Article 20 — Governance Clause 5 — Leadership

Clause 9 — Performance evaluation
Clauses 7.2 & 7.3 - Competence & Awareness
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Using ISO 27001 for suppliers of critical infrastructure \)

e Suppliers that provide services to companies in NIS 2
scope do not need to comply with NIS 2
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Mapping ISO 27001 with DORA \)

e DORA and its CDRs are much more prescriptive than
NIS2
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Using ISO 27001 for financial organizations \)

PDCA | ISO 27001 clauses DORA
cycle

Plan Clause 4 — Context Article 5 - Governance
Clause 5 - Leadership Article 6 — ICT risk management framework
Clause 6 - Planning Article 8 — Identification

Clause 7 — Support
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Using ISO 27001 for suppliers of financial org. \)

e |CT third-party service provider = any company
providing digital or data services to financial entities
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Conclusion

ISO 27001 is
already
established, NIS2
and DORA are not
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NIS2 and ISO 27001 solutions

NIS 2 and ISO 27001
Documentation
Toolkits

NIS 2 and ISO 27001

Company-wide
Training & Awareness
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Thank You

https://advisera.co/Where-to-Start-NIS2
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