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INnternal audit and management
review are a “‘health check”
before the certification audit
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Agenda

e [Last stepsin ISO 27001 implementation

* |Internal audit purpose and documents

* |Internal audit process

e Example of internal audit checklist

e Management review purpose and documents
* [nputs for management review

e Outputs from management review
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Last steps in ISO 27001 implementation \)
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Internal audit purpose and documents

e Purpose

e Mandatory documents

* |Internal audit program

* |Internal audit report

e Optional documents

e |INnterna

e |INnterna

e |INnterna

audit procedure
audit plan
audit checklist
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Internal audit process

INnternal
audit Main audit
checklist

Internal
audit report

Document
review

Follow-up

6| ©2024 Advisera Expert Solutions https://advisera.com ® Advisera



Example of internal audit checklist

Clause Requirement of the standard Compliant Evidence
Yes/No

4.2 Did the organization determine interested parties?

4.2 Does the list of all of interested parties’

requirements exist?
4.3 Is the scope documented with clearly defined
boundaries and interfaces?

5.1 Are the general ISMS objectives compatible with
the strategic direction?

E 1 MAace manamamant anciira that ICSAMES acrhiavace ite
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Management review purpose and documents \)

e Purpose
* (hon-mandatory) Management review procedure

e (mandatory) Management review minutes
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Inputs for management review

e Status from previous management review
e Changes in internal and external issues
e Feedback and trends on security performance

e Feedback from stakeholders

e Risk assessment, Risk treatment plan

e Continual improvement
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Outputs from management review

e Decisions about continual improvement

e Decisions about changes to the ISMS
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Conclusion

Internal audit and
management
review are perfect
“tools” to prepare
for certification
audit
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