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|ISO 27001 and ISO 22301 are
highly compatible and are very
easy to implement together
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Agenda k\)

e Why implement ISO 27001 and ISO 22301 together?
e Similarities between ISO 27001 and ISO 22301

e QOverlapping areas

e Implementation
e Key challenges
e QKA
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Why ISO 22301 and ISO 27001 together? \)

e Three controls in ISO 27001 require the implementation
of business continuity:

e AL529 Information security during disruption

e A530 ICT readiness for business continuity

e A.814 Redundancy of information processing facilities
e The requirements are rather vague

e |SO 22301 provides detailed requirements on how to
Implement business continuity
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Similarities k\)

e Document and record management

* Human resources management

e |Internal audit

e Management review
e Corrective actions

e Setting objectives and measurement
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Overlapping areas

Risk assessment
Incident management
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Implementation issues; roles k\)

e Treat BCM as a subproject in your ISO 27001 project

e Take only the core BCM elements from ISO 22301, the
rest from 1SO 27001

e Appoint a BCM coordinator
e Project team

e Top management/sponsor
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Implementation process

Preparation j|> Plan phase
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Implementation effort & certification k)
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Key challenges \)

e Senior management support & lack of resources

e |Lack of people to implement the project

e Lack of expertise

e Each standard has its own documentation
requirements, potentially leading to excess or
conflicting paperwork

e Aligning different risk assessment processes
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Conclusion

ISO 27001 & ISO 27001 Toolkit
https://advisera.co/27001-22301-toolkit

You'll get one extra
certificate with 20
to 30% extra effort
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