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27 Countries 

At Blackmores we’ve worked 
with over 600 companies

20 Standards
We implement 20 ISO 

Standards covering Quality, 
Risk and Sustainability

100% Success

We are leaders in our field, demonstrate a 100% 
success rate for certification to Risk, 

Sustainability, and Quality Standards over the 
last 18 years.

Our experience 

Over 600 Companies 



As leaders in our field, we’ve established a commanding reputation for 
changing the face of how ISO standards are implemented globally. 

Our credentials 

Founders of the ISO Show Podcast

Founders of isology®  - 7 steps to implement any ISO Standard

ISO Thought Leaders

We achieved an NPS rating of 97% client satisfaction in 2023

Founders of the                         - Online membership with over 200+ 
ISO resources



The ISO 27001 Transition Gameplan:
The isology® hub is the leading place for businesses to learn how 

to achieve ISO Standards – and get gameplans for raising their 

game.

For those that need some extra guidance with their ISO 27001 

transition, check out our ISO 27001 Transition Gameplan.

Our 7-Step Plan to Streamline 
Your Management System for 
ISO 27001:2022.

Workbooks packed with info to 
keep you on top of the revisions.

Time-saving templates to keep 
you on track.

Master the new controls with 
our 11 video tutorials



The ISO 27001 Transition Gameplan:

ISO 27001:2022 Transition Launch Plan

ISO 27001:2022 Statement of Applicability 

Template

ISO 27001:2022 Management Review 

template

ISO 27001 Transition – Annex A Controls 

Mapping

Training videos covering the 11 new controls:

✓ A.5.7 Threat Intelligence

✓ A.5.23 Information Security for Cloud Services

✓ A.5.30 ICT Readiness for Business Continuity

✓ A.7.4 Physical Security

✓ A.8.9 Configuration Management

✓ A.8.10 Information Deletion

✓ A.8.11 Data Masking

✓ A.8.12 Data Leakage Prevention

✓ A.8.16 Monitoring Activities

✓ A.8.23 Web Filtering

✓ A.8.28 Secure Coding

Additional ISO 27001:2022 resources available:



Our Clients



ISO 27001:2022 – what does this 
mean to your Management System?
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ISO 27001:2022 Deadline

Anyone with a current ISO 27001 certificate 

will have until November 2025 to transition 

to the latest 2022 version.



What does this mean to your Management System?

• ISO 27001 has been updated, with several changes being added or 

merged to bring the standard up to date with changing technology 

and to simplify the use of the controls

• In addition to ensuring your compliance with latest Best Practice, 

the updated Standard is much more in line with modern 

technologies, and by reviewing the new Standard you may find 

security gaps that the previous version missed.



Why has the Standard changed?
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Why has the Standard changed?

The last issue of ISO 27001 was in 2013 and since then IT technology and

security has changed significantly causing some of the controls in 2013 

to be uncomfortably out of date…

All ISO Standards go through regular reviews at planned 

intervals to ensure they are still applicable. This typically 

happens once every 7-8 years.



What’s changed?
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What’s changed?

At a very high level the changes include 56 controls being merged into 24 

newly titled controls and 11 completely new controls.

All controls have now been placed in 4 themed sections instead of the 14 

control groups from the old standard; these are:

People 

Organisational 

Physical 

Technological 



What clauses have been changed?

A number of clauses have been updated, including: 

• 4.2 Understanding the needs and expectations of Interested parties

• 4.4 Information Security Management System

• 5.1 Leadership

• 6.1.3 Information Security Risk Treatment

• 6.2 Information security objectives and planning to achieve them

• 6.3 Planning of Changes

• 9.3.2 Management Review Inputs



What clauses have been clarified further?

Further clarification has been added to the following clauses; 

• 6.1.3 Information Security Risk Treatment – Statement of Applicability

• 7.4 Communication

• 8.1 Operational Planning and Control

• 9.1 Monitoring, measurement, analysis and evaluation

• 9.2.2 Internal Audit Programme



Attributes and Themes 

These attributes include:

• Control Type

• Information Security Properties

• Cybersecurity Concepts

• Operational capabilities

• Security Domains

Each control has also been aligned with Attributes and 

Themes which are intended to help organisations to align their 

management system with other security frameworks such as 

NIST or SOC;
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What are the 11 new controls?

Blackmores



ISO 27001:2022 New controls 

• A.5.7 Threat intelligence

• A.5.23 Information security for use of cloud services

• A.5.30 ICT readiness for business continuity

Organisational Controls



ISO 27001:2022 New controls 

• A.7.4 Physical security monitoring

Physical Controls 



ISO 27001:2022 New controls 

• A.8.9 Configuration management

• A.8.10 Information deletion

• A.8.11 Data masking

• A.8.12 Data leakage prevention

• A.8.16 Monitoring activities

• A.8.23 Web filtering

• A.8.28 Secure coding

Technological Controls
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