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®* A RECORDING OF THIS WEBINAR (AND ALL PAST
WEBINARS) WILL BE AVAILABLE FOR REVIEW ON YOUTUBE

* SEARCH ‘WWW.YOUTUBE.COM /@PJREGISTRARS’ TO

VIEW THEM — FREE!
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O UMBERED CLAUSES
" GUIDANCE ON AUDITING NEW CONTROLS

QUESTIONS & ANSWERS
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R BY

OF TIME AS

E TIME, AND NOT GETTING
AT RISK OF HAVING A INVALID

PJR HAS IMPLEi'E.' TED A DEADLINE FOR ALL OF OUR 2013 CERTIFIED CLIENTS TO TRANSITION NO LATER
THAT JULY 31, 2025. THIS IS TO ENSURE THAT THERE IS NO LAPSE IN CERTIFICATION.

FOR ORGANIZATIONS THAT ARE PLANNING TO BECOME ISO 27001 CERTIFIED, ENSURE YOU ARE USING
THE 2022 VERSION OF THE STANDARD FOR YOUR IMPLEMENTATION.
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-QUIREMENTS

— REQUIREMENTS, NOT ALL OF

THEM WILL BE REI . THIS CHANGE IS TO ENSURE THAT THE
( REQUIREMENTS RELATED TO INFORMATION SECURITY ARE IDENTIFIED.
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A.8 — TECHNOLOGICAL (34 CONTROLS)
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* ADDITIONA \TE THAT THIS INFORMATION IS
ACTUALLY BEING LOOKED AT AND ACTED UPON WHEN NECESSARY IS CRUCIAL.

IS THERE A PROCESS IN PLACE TO COMMUNICATE THIS INFORMATION TO THE
PEOPLE WHO CAN USE IT¢
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PROVIDER AND

REVIEWED TO ENSURE

HAS A RISK ASSES MENT BEEN CONDUCTED IN 'RELATION TO USING THE CLOUD
SERVICE?

HAS DUE DILIGENCE BEEN CONDUCTED REGARDING THE CLOUD SERVICE PROVIDERS
INFORMATION SECURITY CAPABILITIES/COMPLIANCE?




ECOVERY TIME
CES?

( e DO THE PLANS INCLUDE PROCEDURES FOR RESTORING THE ICT SERVICES?
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IC TYPE OF
\ © NITORING SYSTEMS,
O [ — DRS, GUARDS /FRONT

L  Desk S AND CONFIRM THEY ARE



IFIGURING HARDWARE?

ARE CONFIGUR S MANAGED FOLLOWING THE CHANGE MANAGEMENT
PROCESS?

ARE CONFIGURATIONS BEING MONITORED AND UPDATED WHEN NECESSARY?
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boll k. 'ON ITS BEHALF, IS
- = DELETED UPON

TERMINATION OF -
* |F A SECURE DISPOSAL SERVICE PROVIDER IS BEING USED ARE THEY APPROVED?
HAVE THEY BEEN VETTED FOR INFORMATION SECURITY CAPABILITIES?
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* IS THE ORG;/ NIZ/ YMIZATION OR ANONYMIZATION
- ( TECHNIQUESS e —
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E TRANSFERS,

AONITORING SENSITIVE

IS IT BLOCKING USER A SENSITIVE INFORMATION (EMAILING SENSITIVE
INFORMATION, EXPORTING A DATABASE TO A SPREADSHEET)?

THIS CONTROL DOES NOT REQUIRE THE USE OF A DLP TOOL OR SOLUTION, AS THEY ARE TYPICALLY
VERY EXPENSIVE, BUT ONE MAY BE PRACTICAL FOR AN ORGANIZATION THAT HANDLES HIGHLY

SENSITIVE DATA.
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R EVENTS

ILIZATION OF RESOURCES

IS THE MONITORING BEING USED TO TAKE ACTION TO AVOID OR MINIMIZE ADVERSE
AFFECTS?

THIS CONTROL DOES NOT REQUIRE THE USAGE OF A SIEM.




BSITES

REWALL

ROPRIATE USE OF ONLINE
SIRABLE OR INAPPROPRIATE
WEBSITES?

HAVE USERS BEEN TRAINED ON THE SECURE AND APPROPRIATE USE OF ONLINE
RESOURCE32
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PLANNING, CODING, AND

MAINT | E DEVELOPMENT LIFECYCLE?
* |S THERE EVIDENCE THAT SECURITY TESTING IS BEING CONDUCTED DURING AND
AFTER DEVELOPMENT?
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QUESTIONS &
ANSWERS

CONTACT US AT 1-800-800-7910 FOR FURTHER
INFORMATION REGARDING 27001 CERTIFICATION

REACH OUT TO ME AT JLAFFEY@PJR.COM WITH ANY
FURTHER QUESTIONS OR COMMENTS



mailto:jlaffey@pjr.com

THANK YOU FOR
ATTENDING!

DOWNLOAD THESE SLIDES AT
WWW.PJR.COM

VIEW A RECORDING OF THIS PRESENTATION
ON YOUTUBE ON OUR CHANNEL — PERRY
JOHNSON REGISTRARS



http://www.pjr.com/
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